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[bookmark: section1][bookmark: _Toc244555200]01  Plan overview
Organisation and sites  [Name and locations covered]
Plan owner and deputy  [Names and roles]
Version and status  [Version]  |  [Draft / approved]  |  [Effective date]
Approved by  [Name, role and approval date]
Next review  [Date]  |  Classification [Internal / restricted / other]
Master and offline copies  [Secure location]  |  [Offline location and custodian]
Plan scope  [Services, teams, locations and operating hours covered]
Exclusions and linked plans  [Out of scope items and the plan that covers them]
[bookmark: _Toc244555201]Use this plan
During a disruption, protect people first and follow emergency procedures. Use section 2 to assess and activate this plan, then contact the response team in section 3.
Replace the bracketed prompts, agree recovery targets and test the arrangements. Add rows and copy section 6 for each priority activity. In Word, press Ctrl+A, then F9 to refresh page references after editing.
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[bookmark: section2][bookmark: _Toc244555203]02  Activation and immediate response
[bookmark: _Toc244555204]Decide whether to activate
Activate when a priority activity is disrupted, or is likely to be disrupted beyond its agreed trigger. Do not wait for its recovery target to be missed. The incident lead records the decision and the next reassessment time.
	Trigger to assess
	Organisation threshold
	Who decides

	Site, people or supplier unavailable
	[Impact / duration / capacity]
	[Role]

	Critical system or data unavailable
	[Impact / duration / data loss]
	[Role]

	Other serious disruption
	[Safety / service / customer threshold]
	[Role]



Activation authority and deputy  [Role and name]  |  [Deputy]
If neither can be reached  [Escalation route and delegated authority]
[bookmark: _Toc244555205]First actions
Record who completed each action and when in the incident log in section 10.
☐  Protect life and welfare. Contact emergency services where needed and follow evacuation or other emergency instructions.
☐  Account for staff and visitors. Do not enter an unsafe site or restart unsafe equipment.
☐  Record the incident, affected activities, start time, known facts and immediate uncertainties.
☐  Notify the incident lead and deputies. Open the incident log and establish a safe coordination channel.
☐  Assess expected disruption against section 4 targets. Activate the relevant recovery procedures and allocate owners.
☐  Issue an approved initial update using section 9 and set the next situation review.
[bookmark: _Toc244555206]Activation record
Incident reference and start  [Reference]  |  [Date, time and time zone]
Decision and reason  [Activate / monitor]  |  [Reason and affected activities]
Authorised by and time  [Name]  |  [Date and time]
Next review and meeting point  [Time]  |  [Safe location / call details and fallback]
[bookmark: section3][bookmark: _Toc244555207]03  Response roles and contacts
Use contacts who can be reached outside working hours. Agree how personal contact details will be used and protected. Update the list when people change roles.
	Role and responsibility
	Primary contact
	Deputy and fallback

	Incident lead
Activate, prioritise and direct the response
	[Name / mobile / email]
	[Name / mobile / other route]

	Operations lead
Recover priority activities
	[Name / mobile / email]
	[Name / mobile / other route]

	People and welfare lead
Account for and support people
	[Name / mobile / email]
	[Name / mobile / other route]

	Technology lead
Restore systems and data safely
	[Name / mobile / email]
	[Name / mobile / other route]

	Communications lead
Approve and issue updates
	[Name / mobile / email]
	[Name / mobile / other route]

	Finance and procurement lead
Approve spending and alternatives
	[Name / mobile / email]
	[Name / mobile / other route]



[bookmark: _Toc244555208]Essential external contacts
	Service or organisation
	Contact and reference
	When to contact

	Emergency services / site security
	[Local number / site contact]
	[Immediate trigger]

	IT support / cyber response provider
	[24-hour number / contract ID]
	[Trigger]

	Critical supplier / utility provider
	[24-hour number / account ID]
	[Trigger]

	Insurer / broker / professional adviser
	[Number / policy reference]
	[Trigger / reporting terms]



[bookmark: _Toc244555209]Escalation and contact checks
If there is no response  [Wait time] / [Contact deputy] / [Escalation contact]
Primary coordination channel  [Phone / conferencing service / room]
Fallback if normal IT fails  [Independent phone tree / alternate channel / meeting point]
Roster owner and last verified  [Name]  |  [Date]
Keep a current offline copy available to the response team. Store passwords and recovery codes in an approved secure system, separate from this plan.
[bookmark: section4][bookmark: _Toc244555210]04  Priority activities and recovery targets
Use a business impact analysis to agree what must resume first, at what capacity and by when. Include customer commitments, safety, financial effects and dependencies. Obtain approval from each activity owner.
[bookmark: _Toc244555211]Record the business impact
	Activity ID and name
	Impact as disruption continues
	Peak periods and obligations

	[A01] [Activity]
	[At agreed time intervals: service, financial, people and other impacts]
	[Deadlines / peak demand / commitments]

	[A02] [Activity]
	[Impact over time]
	[Deadlines / peak demand / commitments]

	[A03] [Activity]
	[Impact over time]
	[Deadlines / peak demand / commitments]



[bookmark: _Toc244555212]Agree priorities and targets
Maximum tolerable period of disruption (MTPD) is the time after which disruption has an unacceptable impact. The recovery time objective (RTO) is your target for resuming the agreed minimum service. Set the RTO before the MTPD, with time to resolve problems. Record data recovery point objectives (RPOs) in section 8.
	Priority and ID
	Accountable owner
	Minimum service to resume
	MTPD
	RTO

	[1] [A01]
	[Name / role]
	[Output, capacity and hours]
	[Hours / days]
	[Hours / days]

	[2] [A02]
	[Name / role]
	[Output, capacity and hours]
	[Hours / days]
	[Hours / days]

	[3] [A03]
	[Name / role]
	[Output, capacity and hours]
	[Hours / days]
	[Hours / days]

	[4] [A04]
	[Name / role]
	[Output, capacity and hours]
	[Hours / days]
	[Hours / days]



Target clock starts from  [Disruption start and how it will be recorded]
Recovery order and constraints  [Dependencies that must be restored first]
Work that may be suspended  [Activity, approver and maximum suspension period]
Targets approved by  [Owners / sponsor]  |  [Date]
[bookmark: _Toc244555213]Check that the targets are achievable
☐  Supplier commitments, backup arrangements and available staffing can support these targets.
☐  Shared resources and simultaneous failures have been considered, with conflicts resolved.
☐  Each priority activity has a named recovery procedure and an exercise or test scheduled.
[bookmark: section5][bookmark: _Toc244555214]05  Continuity resources and dependencies
List what each activity needs to deliver the minimum service in section 4. Confirm access, capacity and lead times with the owner. Check that the alternative would remain available during the same disruption.
	Resource and activity ID
	Minimum needed and deadline
	Primary and alternative arrangement
	Owner

	People and skills
[Activity IDs]
	[Number / skills / shift coverage / time]
	[Team / trained cover / remote access]
	[Role]

	Premises and facilities
[Activity IDs]
	[Seats / space / safe access / time]
	[Primary site / alternate location / capacity]
	[Role]

	Systems and data
[Activity IDs]
	[Applications / data / licences / time]
	[Service / workaround / recovery procedure]
	[Role]

	Suppliers and logistics
[Activity IDs]
	[Service / quantity / delivery time]
	[Supplier / pre-agreed alternative / contact]
	[Role]

	Equipment and stock
[Activity IDs]
	[Quantity / specification / time]
	[Location / replacement source / lead time]
	[Role]

	Utilities and connectivity
[Activity IDs]
	[Power / telecoms / network / time]
	[Provider / safe alternate supply]
	[Role]

	Finance and purchasing
[Activity IDs]
	[Funds / payment access / time]
	[Emergency budget / alternate approver]
	[Role]



[bookmark: _Toc244555215]Authority and access
Emergency spending limit  [Amount and currency]  |  [Authorising role and deputy]
Purchasing and payment route  [Process if normal systems or approvers are unavailable]
Keys and emergency access  [Secure access instructions and authorised custodians]
Time to make resources ready  [Booking, delivery, setup and safety checks]
[bookmark: _Toc244555216]Unresolved dependencies
Single points of failure  [Resource, impact, temporary mitigation and owner]
Shared capacity conflicts  [Competing activities and the incident lead’s priority decision]
Arrangements to confirm  [Assumption / evidence needed / owner / due date]
[bookmark: section6][bookmark: _Toc244555217]06  Activity recovery procedure
Copy this section for each priority activity. Write the steps so a trained deputy can follow them. Include the location of detailed instructions and the evidence needed to confirm recovery.
Activity and procedure ID  [A01]  |  [Procedure title / version]
Recovery owner and deputy  [Names and contact routes]
Minimum service and RTO  [Output / capacity / hours]  |  [Time from disruption]
Start this procedure when  [Activation trigger and authorising role]
Resources and prerequisites  [People / site / data / supplier / upstream services]
Workaround and capacity limits  [Method, safe limits and maximum sustainable duration]
[bookmark: _Toc244555218]Recovery sequence
	Step
	Action and location of instructions
	Owner
	Completion evidence

	1
	[Confirm safe conditions and authorisation to begin]
	[Role]
	[Time / approval]

	2
	[Mobilise the required people and resources]
	[Role]
	[Availability check]

	3
	[Start the alternate process or restore the service]
	[Role]
	[Action record]

	4
	[Validate output, quality, access and capacity]
	[Role]
	[Test result]

	5
	[Confirm minimum service with the activity owner]
	[Role]
	[Accepted by / time]

	6
	[Notify affected teams and begin monitored operation]
	[Role]
	[Message / review time]



[bookmark: _Toc244555219]Monitor and escalate
Checks during workaround  [Measure, threshold, owner and check frequency]
If recovery is late or unsafe  [Stop / escalation trigger and decision maker]
Backlog and manual records  [Where stored, access controls and reconciliation method]
[bookmark: _Toc244555220]Hand back to normal operation
Acceptance criteria  [Service stable, records reconciled and key checks passed]
Handback authority  [Name / role]  |  [Date and time]
Last exercise and result  [Date]  |  [Achieved recovery time / gaps / action reference]
[bookmark: section7][bookmark: _Toc244555221]07  Disruption response playbooks
Complete these prompts for the disruptions relevant to your organisation. Use the activity procedures in section 6 to carry out recovery and section 10 to record decisions.
[bookmark: _Toc244555222]Premises unavailable
☐  Account for people, follow emergency instructions and obtain an authorised safety assessment.
☐  Activate the agreed alternate site or remote arrangements and confirm access, equipment and capacity.
Alternate location and capacity  [Address / remote arrangement / number of people]
Mobilisation owner and procedure  [Role]  |  [Procedure ID / target start time]
[bookmark: _Toc244555223]Staff shortage or key person unavailable
☐  Identify the skills and coverage needed for priority activities and contact trained deputies.
☐  Suspend lower-priority work, agree sustainable shifts and check welfare and safe staffing levels.
Minimum staffing and trained cover  [Skills / numbers / deputies / partner support]
Staffing decision owner  [Role]  |  [Escalation trigger / review frequency]
[bookmark: _Toc244555224]Critical supplier or transport failure
☐  Confirm the supplier’s impact and recovery estimate, then check stock and delivery commitments.
☐  Validate the alternate supplier’s capacity, quality, access and lead time before authorising use.
Alternative and approval route  [Supplier / contact / ordering process / approver]
Supply constraints and priorities  [Stock cover / customer allocation / escalation point]
[bookmark: _Toc244555225]Utilities and connectivity failure
☐  Confirm the outage with the provider and use only approved safe fallback arrangements.
☐  Move essential communications and work to the agreed alternative; monitor capacity and duration.
Fallback and safe operating limit  [Alternative / availability / safe duration / owner]
Provider and procedure reference  [Contact / account / procedure ID]
[bookmark: _Toc244555226]Technology outage or cyber incident
Notify the technology lead and use section 8 alongside the incident response and disaster recovery plans. Use an independent communication channel if normal accounts or systems may be compromised.
[bookmark: section8][bookmark: _Toc244555227]08  Technology and data recovery
The technology lead coordinates restoration with activity owners. Reference detailed disaster recovery instructions rather than placing passwords, keys or recovery codes in this document.
Technology recovery plan location  [Secure location and offline access route]
Cyber response lead and provider  [Names and contact routes]
[bookmark: _Toc244555228]System recovery targets
RTO is the target time to restore the required service after disruption. RPO is the maximum acceptable data loss measured in time. Align both with business needs; a backup schedule alone does not prove that a restore will meet the target.
	System and activity IDs
	Recovery order and RTO
	RPO
	Backup and restore reference
	Owner

	[System] [A01]
	[Order] / [time]
	[Time]
	[Backup location / runbook / last restore test]
	[Role]

	[System] [A02]
	[Order] / [time]
	[Time]
	[Backup location / runbook / last restore test]
	[Role]

	[System] [A03]
	[Order] / [time]
	[Time]
	[Backup location / runbook / last restore test]
	[Role]



[bookmark: _Toc244555229]Recovery controls
☐  Identify the affected systems and dependencies, including identity, connectivity and external services.
☐  For suspected compromise, follow the cyber incident procedure to contain the incident and preserve evidence under the technology lead’s direction.
☐  Select a usable recovery point and validate backup integrity and access before restoring.
☐  Restore in the agreed order to an approved environment and check configuration, security and permissions.
☐  Validate the service and data with the business owner; record actual recovery time and data loss.
☐  Reconnect and release the service only after technical and business approval; monitor for recurring faults.
[bookmark: _Toc244555230]Fallback and acceptance
Manual or alternate service  [Procedure / limits / secure record location]
Validation and acceptance tests  [Critical transactions / completeness / access checks]
Actual restore time and data point  [Date / time / time zone]  |  [Data recovered to]
Release approved by  [Technology lead]  |  [Activity owner]  |  [Time]
[bookmark: section9][bookmark: _Toc244555231]09  Communications
Confirm facts, state the service impact and explain what the audience should do. Use the communications lead to coordinate approval and keep messages consistent. Record issued messages in the incident log.
Spokesperson and approver  [Names and deputies]
Verified source of updates  [Status page / helpline / approved location]
	Audience
	Owner
	Channel and fallback
	Trigger or update timing

	Staff and contractors
	[Role]
	[Primary / fallback]
	[Initial / frequency]

	Customers and service users
	[Role]
	[Primary / fallback]
	[Impact threshold / frequency]

	Suppliers and partners
	[Role]
	[Primary / fallback]
	[Dependency / timing]

	Leadership and owners
	[Role]
	[Primary / fallback]
	[Severity / frequency]

	Authorities / insurer / advisers
	[Role]
	[Verified contact route]
	[Applicable duty or policy terms]

	Media and public
	[Role]
	[Spokesperson / status page]
	[Approval / timing]



[bookmark: _Toc244555232]Initial holding message
At [time and date], we became aware of [confirmed disruption]. This is affecting [services / locations / people]. We have activated our continuity arrangements and are [confirmed action].
Please [action the audience should take]. For urgent support, use [contact route]. Our next update will be at [time, date and time zone] via [channel], even if the position is unchanged.
Approved by and issued at  [Name]  |  [Date / time / channel]
[bookmark: _Toc244555233]Situation update record
Confirmed impact and progress  [What has changed since the last update]
Unknowns and next actions  [What is being checked, by whom and by when]
Next update and owner  [Time and channel]  |  [Name]
[bookmark: _Toc244555234]Notification obligations
Assessment owner  [Role responsible for checking applicable duties and contract terms]
Recipient and deadline  [Who / deadline / reason / time sent / evidence reference]
Assess the duties that apply to the incident and jurisdiction with the appropriate adviser. Record the decision even where no external notification is required.
[bookmark: section10][bookmark: _Toc244555235]10  Incident log and return to normal
Incident reference and log owner  [Reference]  |  [Name / deputy]
Time zone and record location  [Time zone]  |  [Controlled log and evidence location]
Add rows or use a linked log. Record decisions, reasons, actions, approvals and issued messages. Keep facts separate from assumptions and retain relevant evidence securely.
	Date and time
	Event, decision or action
	Owner
	Due time and status

	[Date / time]
	[Facts / decision / reason / evidence reference]
	[Name]
	[Time / open or complete]

	[Date / time]
	[Action / approval / message reference]
	[Name]
	[Time / status]

	[Date / time]
	[Action / outcome / evidence reference]
	[Name]
	[Time / status]

	[Date / time]
	[Action / outcome / evidence reference]
	[Name]
	[Time / status]



[bookmark: _Toc244555236]Return to normal checklist
☐  The incident is controlled and the relevant safety and technical checks have passed.
☐  Priority services are stable at the agreed normal level and activity owners accept the handback.
☐  Manual transactions, restored data and outstanding work have been reconciled or assigned to owners.
☐  Staff, customers, suppliers and other affected parties have received the approved update.
☐  Temporary arrangements can be closed safely, with contracts, costs and equipment accounted for.
☐  Evidence and logs are retained, and a debrief with action owners has been scheduled.
Normal service acceptance criteria  [Measures and period of stable operation required]
Residual issues and backlog owner  [Issue / owner / deadline / accepted risk]
Stand down authorised by  [Name / role]  |  [Date and time]
Debrief and follow up review  [Date]  |  [Owner]
[bookmark: section11][bookmark: _Toc244555237]11  Exercises and maintenance
Exercise the arrangements before relying on them. Include deputies, key suppliers and loss of normal communications where relevant. Record what actually worked and update the plan after changes or incidents.
[bookmark: _Toc244555238]Exercise schedule
	Scenario and objectives
	Type and participants
	Owner and date
	Success measures

	[Loss of premises / priority activity]
	[Walkthrough / participants]
	[Name / date]
	[Minimum service and target time]

	[System outage / backup restore]
	[Controlled test / participants]
	[Name / date]
	[RTO / RPO / data validation]

	[Supplier or staff unavailable]
	[Tabletop / participants]
	[Name / date]
	[Capacity / contact / workaround]



Latest exercise result  [Date / scenario / actual recovery time and service achieved]
Gaps against targets  [Target missed / cause / consequence / action reference]
[bookmark: _Toc244555239]Improvement actions
	Gap and corrective action
	Owner
	Due date
	Completion evidence

	[Action linked to exercise or incident]
	[Name]
	[Date]
	[Retest / evidence / sign off]

	[Action]
	[Name]
	[Date]
	[Evidence]

	[Action]
	[Name]
	[Date]
	[Evidence]



[bookmark: _Toc244555240]Review and release
Review owner and frequency  [Name]  |  [Interval and next date]
Review triggers  [People / system / supplier / service change, incident or exercise]
☐  Contacts, targets, access arrangements, resources and external links have been checked.
☐  Changes have been approved, issued to holders and reflected in controlled offline copies.
☐  Superseded copies have been withdrawn and relevant staff briefed or trained.
	Version and date
	Change and reason
	Approved by

	[Version / date]
	[Summary of changes / exercise or incident reference]
	[Name / date]



Distribution record  [Copy holders / locations / version / date issued / acknowledgement]
[bookmark: section12][bookmark: _Toc244555241]12  Resources and supporting documents
Use these links when completing the plan. Record where the supporting documents are kept and who maintains them.
[bookmark: _Toc244555242]Planning and recovery guidance
GOV.UK Business Continuity Management Toolkit
A structured introduction to understanding the organisation, developing continuity arrangements and exercising them.
NCSC Small organisations guide to cyber security
Practical guidance on backups, devices, accounts and preparing for cyber incidents.
NCSC Exercise in a Box
Scenario exercises to help teams practise and review their response to cyber incidents.
NI Business Info Create a business continuity plan
Business-focused guidance on tailoring a continuity plan and linking it to IT recovery.
Stakeholdermap Business templates
Related editable templates to support business planning and management.
[bookmark: _Toc244555243]Internal supporting documents
	Document or resource
	Controlled and offline location
	Owner and last checked

	Business impact analysis and risk register
	[Secure link / offline reference]
	[Name / date]

	Emergency procedures and site information
	[Location / access route]
	[Name / date]

	Current contact roster and supplier agreements
	[Location / offline reference]
	[Name / date]

	IT disaster recovery and cyber response plans
	[Location / offline reference]
	[Name / date]

	Insurance details and notification requirements
	[Location / adviser contact]
	[Name / date]

	Recovery procedures and exercise records
	[Location / offline reference]
	[Name / date]



Emergency pack custodian  [Name]  |  [Location and access arrangements]
Keep an offline copy of essential instructions and contacts where the response team can reach it. Protect sensitive information and replace old copies when the plan changes. Resource links reviewed 2 November 2026.
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